Digital Health 2025

Sixth Edition

Contributing Editor:

Roger Kuan
Norton Rose Fulbright glg Global Legal Group




Table of Contents

Introductory Chapter

- Introduction
Roger Kuan, Norton Rose Fulbright
David Wallace, Johnson & Johnson

Expert Analysis Chapters

Protecting Biotech’s Data Frontier: A Guide to IP and Asset Strategy in the Age of Al
Jason Novak, Dr. Milad Alucozai & Q. Andy Guo, Norton Rose Fulbright

m Artificial Intelligence Tools in Health Services — An Overview of Current and Evolving US Federal and State Health

Regulatory Structures

Alexis Gilroy, Rebecca Martin, Jessica Tierney & Claire Castles, Jones Day

m Data Protection and Cybersecurity in Digital Health
Stephen K. Phillips & Alicia Macklin, Hooper, Lundy & Bookman, P.C.

Q&A Chapters

Argentina
Diego Ferndndez & Martin J. Mosteirin,
Marval O'Farrell Mairal

Australia
Bernard O’Shea & Rohan Sridhar,
Norton Rose Fulbright

Belarus

Belgium
Olivier Van Obberghen, Pieter Wyckmans,
Amber Cockx & Chaline Sempels, Quinz

Canada
Sarah Pennington, Norton Rose Fulbright

France
Catherine Mateu & Pierre Camadini,
Armengaud Guerlain

Germany
Jana Grieb, Steffen Woitz, Dr. Claus Farber &

Dr. Christian Lebrecht, McDermott Will & Emery

Rechtsanwilte Steuerberater LLP

Greece
Evangelos Katsikis, Alexandra Asourmatzian &
Filippos-Athanasios Misoulis, KKLegal

17

India
Manisha Singh & Dr. Pankaj Musyuni, LexOrbis

Indonesia
Albert Barnabas, Nusantara Legal Partnership
Israel

Adyv. Eran Bareket & Adv. Alexandra Cohen,
Gilat, Bareket & Co., Reinhold Cohn Group

Marina Golovnitskaya & Yauheni Budchanka, Alba LLP

Vanessa Grant, Véronique Barry, Manpreet Singh &

Marshall Situmorang, Andhitta Audria Putri, Mia Sari &

178

187

ltaly
Sonia Selletti & Claudia Pasturenzi,
Astolfi e Associati, Studio Legale

Japan
Masanori Tosu & Kenji Tosaki,
Nagashima Ohno & Tsunematsu

Korea
Jin Hwan Chung, Eileen Jaiyoung Shin & Sungil Bang,
Lee & Ko

Mexico

Carla Calderén, Marina Hurtado Cruz,
Daniel Villanueva & Carlos Vela Trevifio,
Baker McKenzie

Poland
Michat Czarnuch, Dr. Pawet Kazmierczyk &
Julia Nowosielska-taskawiec, Rymarz Zdort Maruta

Singapore
Gloria Goh, Koh En Ying, Tham Hsu Hsien &
Alexander Yap, Allen & Gledhill LLP

Switzerland
Dr. Tobias Meili, Dr. Carlo Conti, Dr. Martina Braun &
André S. Berne, Wenger Plattner

Taiwan
Tsung-Yuan Shen, Rachel Chen & Nita Ye,
Lee and Li, Attorneys-at-Law

United Kingdom
Pieter Erasmus, Emma Drake, Tristan Sherliker &
Mario Subramaniam, Bird & Bird

USA
Roger Kuan, Jason Novak & Apurv Gaurav,
Norton Rose Fulbright




Japan

Nagashima Ohno & Tsunematsu

1 Digital Health

1.1 What is the general definition of “digital health”

in your jurisdiction?

In Japan, there is no clear legal definition of “digital health”.
Itis generally used as a generic term for products and services
related to medicine and healthcare that utilise digital technol-
ogies and data.

1.2 What are the key emerging digital health

subsectors in your jurisdiction?

Regulatory approvals were granted with respect to various
software as a medical device (“SaMD”), such as Artificial
Intelligence (“Al”) programs to assist in the diagnosis of
diseases through images and smartphone applications to
treat nicotine dependence and hypertension. Such software is
being used in medical settings. Also, telemedicine is becoming
popular due to deregulation and the difficulty of face-to-face
medication during the COVID-19 pandemic. Various wear-
able devices and smartphone applications for general health
promotion purposes outside of medical settings are also
widely used.

1.3 What is the digital health market size for your

jurisdiction?

We are not aware of any definitive data on the digital health
market size in Japan.

1.4 What are the five largest (by revenue) digital
health companies in your jurisdiction?

We are not aware of any definitive data on the comparative
revenue of digital health companies in Japan.

1.5 What are the five fastest growing (by revenue)

digital health companies in your jurisdiction?

We are not aware of any definitive data on the comparative
revenue of digital health companies in Japan.
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2 Regulatory

2.1 What are the principal regulatory authorities
charged with enforcing regulatory schemes related

to digital health in your jurisdiction? What is each
authority’s scope of enforcement?

The principal regulatory authorities for the Act on
Securing Quality, Efficacy and Safety of Products Including
Pharmaceuticals and Medical Devices (“PMD Act”) are the
Ministry of Health, Labour and Welfare (“MHLW”), the
Pharmaceuticals and Medical Devices Agency (“PMDA”) and
local governments. The principal regulatory authorities for
the Medical and Medical Practitioners Law are the MHLW and
local governments. The principal regulatory authority for the
Act on the Protection of Personal Information (“APPI”) is the
Personal Information Protection Commission (“PPC”). The
principal regulatory authority for the Fair Competition Code
is the Fair Trade Council. The principal regulatory authority
for the Act Against Unjustifiable Premiums and Misleading
Representations (“AUPMR”) is the Consumer Affairs Agency.

2.2 For these authorities, what are the core
healthcare regulatory schemes related to digital
health in your jurisdiction (e.g., medical devices/

Al/generative Al/SaaS/SaMD/combination product
regulatory approval, data privacy, data compliance,
anti-kickback, national security, etc.)?

The PMD Act applies to digital health devices including
programs that meet the following criteria for medical devices:
(i) the device falls under the devices listed in the Cabinet
Order; and (ii) the purpose of use of the device is the diag-
nosis, treatment or prevention of diseases or is to affect bodily
structures or functions. Class I programs are excluded from
the definition of medical device. A regulatory notice issued by
the MHLW entitled “Guidelines concerning Applicability of
Medical Devices for Programs” provides more detailed criteria
including examples of programs not falling under medical
devices. The PMD Actrequires, among others, obtaining busi-
ness licences and marketing authorisation for each product,
complying with manufacture and quality control standards
and conducting pharmacovigilance activities. In addition,
false and exaggerated advertisements and advertisements of
unapproved medical devices are prohibited. For the details of
the regulations, please see the response to question 2.4.
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Consumer healthcare devices or software that fall under
the category of medical devices are subject to the regulations
under the PMD Act. Consumer healthcare devices or soft-
ware that do not fall under the category of medical devices
shall not be advertised as if they are intended to diagnose,
treat or prevent diseases. In addition, any other advertise-
ments or representations that falsely claim that the products
or services are better than they actually are will be in viola-
tion of the AUPMR.

Under the Medical Practitioners Act and the Medical Care
Act, medical practices such as the diagnosis, treatment and
prevention of diseases may only be provided by physicians and
other qualified HCPs. In addition, previously, physicians and
patients were required to meet face-to-face at medical insti-
tutions when providing medical treatment. However, the
regulations have been gradually eased and currently, tele-
medicine services, in which patients are examined, diag-
nosed and provided with diagnostic results and prescriptions
live through ICT devices, are increasingly permitted provided
that the various requirements set forth in the “Guidelines for
the Proper Implementation of Online Medical Treatment”
published by the MHLW are met.

The application of the regulations under the APPI is a key
issue with respect to data privacy and data compliance. For
the details of the regulations, please see the responses to ques-
tions 4.1 through 5.5.

The prohibition of bribery under the Criminal Code is appli-
cable when the physician is a (deemed) public official, and for
certain manufacturers and distributors of medical devices, the
regulations under the Fair Competition Code prohibit offering
premiums (including money and other benefits) to doctors
and medical institutions as a means of unfairly inducing them
to trade in medical devices.

2.3 What are the (i) key, and (ii) emerging areas of

enforcement when it comes to digital health?

As for the medical device regulations, the key enforcement
areas are the determination of whether a program qualifies as
amedical device and the regulation of device advertisements.

As for the data regulations, the key enforcement areas are
the implementation of the necessary procedures for handling
healthcare-related information and the implementation of
the security control measures therefor, especially at medical
institutions.

2.4 What regulations (and corresponding

authority(ies)) apply to software as a medical device
and its approval for clinical use?

In order to market SaMD in the Japanese market, it is neces-
sary to obtain both business licences for the relevant entities/
sites and a marketing authorisation for each product. As to the
business licence, the company that markets the SaMD must
obtain a marketing business licence. In addition, a manufac-
turing business licence must be obtained for each manufac-
turing facility and a sales business licence must be obtained
for each sales office.

There are two pathways in respect of the marketing author-
isation for SaMD products. Marketing Certification is the
pathway for Class II or IIl medical devices for which the MHLW
specified and published the evaluation and specification
standards. Marketing Approval is the pathway for (a) Class II
or III medical devices not subject to Marketing Certification,
and (b) Class IV medical devices.
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Clinical trials are usually required to be conducted for novel
types of SaMD. When conducting clinical trials, medical device
good clinical practice must be observed. Recently, the MHLW
published evaluation indices for the safety and efficacy of
SaMD thatinduces behavioural changes for disease treatment.

2.5 What regulations (and corresponding
authority(ies)) apply to Al/ML-powered digital health

devices or software solutions and their approval for
clinical use?

The regulatory framework is essentially the same as that for
SaMD. The MHLW published evaluation indices for the safety
and efficacy of medical image diagnosis support systems using
Al technology.

2.6 How, if at all, are these authorities evolving, or
plan to evolve, their static approval scheme to handle
the dynamic nature of Al/ML-based digital health
solutions?

An expert committee at the PMDA has discussed and
published a part of recommended methods for the examina-
tion of adaptive Al devices that are intended to autonomously
change their performance after being marketed. The relevant
discussion will continue going forward.

2.7 How, if at all, does clinical validation data play
a part in regulatory considerations for Al/ML-based
digital health solutions?

Clinical validation data such as clinical trial data will be a
material part of regulatory review for marketing approval for
AI/ML-based digital health solutions, the same as other types
of medical devices. If a medical device subject to regulatory
review is not a noble type of medical device, clinical trial data
may not be required.

2.8 How, if at all, are digital health products and
solutions being differentially regulated by the State/
Regional and Federal/Country level regulatory
authorities in your jurisdiction?

There is currently no difference in regulations between the
national and local levels.

2.9 How, if at all, are regulatory enforcement actions
being tailored to regulate digital health products and
solutions in your jurisdiction?

There is currently no noticeable difference in regulatory
enforcement actions to digital health products and solutions.

3 Digital Health Technologies

3.1 What are the core legal and regulatory issues

that apply to the following digital health technologies?

m  Telemedicine/Virtual Care
Please see the response to question 2.1.

®  Robotics
If the product falls under medical device, the PMD Act
shall apply.
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m  Wearables
If the product falls under medical device, the PMD Act
shall apply.

B Virtual Assistants (e.g. Alexa)

If the product falls under medical device, the PMD Act
shall apply.

m  Mobile Apps
If the product falls under medical device, the PMD Act
shall apply.

m  Software as a Medical Device
Please see the responses to questions 2.1, 2.4 and 2.5.

m  Clinical Decision Support Software
Please see the responses to questions 2.1, 2.4 and 2.5.

m  Artificial Intelligence/Machine Learning-Powered
Digital Health Solutions
Please see the responses to questions 2.1,2.4 and 2.5.

m  IoT (Internet of Things) and Connected Devices
If the product falls under medical device, the PMD Act
shall apply.

m 3D Printing/Bioprinting
If the product falls under medical device, the PMD Act
shall apply.

m  Digital Therapeutics
Please see the responses to questions 2.1, 2.4 and 2.5.

m  Digital Diagnostics
Please see the responses to questions 2.1, 2.4 and 2.5.

m  Electronic Medical Record Management Solutions
If the product falls under medical device, the PMD Act
shall apply.

m  BigData Analytics
If the product falls under medical device, the PMD Act
shall apply.

m  Blockchain-based Healthcare Data Sharing Solutions
If the product falls under medical device, the PMD Act
shall apply.

®  Natural Language Processing
If the product falls under medical device, the PMD Act
shall apply.

3.2 What are the key legal and regulatory issues for

digital platform providers in the digital health space?

The “Safety Management Guidelines for Providers of
Information Systems and Services that Handle Medical
Information” issued by the Ministry of Economy, Trade and
Industry (“METI”) and the Ministry of Internal Affairs and
Communications (“MIC”) are applicable to providers of
medical information systems and services. The guidelines
contain stipulations such as the risk management process
required upon the provision of medical information systems
to medical institutions.

4 Data Use

4.1 What are the key legal or regulatory issues, and
corresponding laws/regulations, to consider in your

jurisdiction for use of personal health data, including
laws/regulations that are agnostic and not necessarily
specific to healthcare technologies?

Under the APPI, personal information can only be used within
the scope of the purpose specified in relation to the obtain-
ment of personal information, and the principal’s consent is
required when such information is used for any other purpose.
In addition, personal information related to medical or health
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matters falls within the category of sensitive personal infor-
mation and the consent of the principal is required for the
obtainment of such sensitive personal information.

“Anonymously Processed Information” is the information
that is processed so that it cannot be restored to re-identify a
specific individual, and it is treated as non-personal informa-
tiontowhichthe above-mentionedlimitation onthe purpose of
use does not apply. “Pseudonymously Processed Information”
is the information that is processed so that a specific indi-
vidual cannot be identified without cross-checking with other
information, and it can be used for purposes other than those
specified in relation to an obtainment without the princi-
pal’s consent, provided that the modified purpose is publicly
announced. These types of information are expected to be
utilised in the fields of medicine and healthcare.

In addition to the APPI, when personal information is
obtained and used for life sciences and medicine-related
research, regulations based on Ethical Guidelines issued by the
Ministry of Education, Culture, Sports, Science and Technology,
the MHLW and the METI, such as Institutional Review Boards
approval and informed consent, would also apply.

4.2 How, if at all, is personal health data use being
differentially regulated by the State/Regional and

Federal/Country level regulatory authorities in your
jurisdiction?

The amendment to the APPI, which integrates national and
local government regulations on personal data, came into
effect as of April 2023, and there is currently no difference in
the regulation of health data use between the national and
local levels.

4.3 How do such considerations change depending

on the nature of the entities, or nature of the data
(e.g., personal health data), involved?

The above-mentioned restrictions under the APPI do not apply
to the use of personal information for academic research
purposes by academic research institutions, such as univer-
sities (including university hospitals). For the difference of
the regulation depending on the nature of data, please see the
response to question 4.1.

4.4 How do the regulations define the scope of

personal health data use?

Apart from certain exceptions stipulated in the APPI, the use
of personal information including personal health data is
limited to the specified purpose. Exceptions include cases
where the use is particularly necessary for the improvement of
public health and when it is difficult to obtain the consent of
the principal. In a Q&A recently published by the PPC, it was
indicated that the use by pharmaceutical companies for the
purpose of research on rare diseases or the like may fall within
this exception.

4.5 To help ensure comprehensive rights for personal
health data use and data collection, what are the
key contractual terms to consider in abiding by your

jurisdiction’s laws and regulations related to personal
health data use and data collection?

In regard to the securing of comprehensive rights to use
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personal information and data, the key point is to define
the purpose as broadly as possible in the contract terms and
privacy policy. Having said that, according to the guidelines
published by the PPC, it is not sufficient to merely specify the
purpose of use in an abstract or general manner, instead, it is
desirable to specify the purpose in such a way that the prin-
cipal can generally and reasonably assume the kind of business
and the purpose the information will ultimately be used for.

4.6 How are issues with personal health data

inaccuracy, bias and/or discrimination addressed by
the regulatory authorities in your jurisdiction?

The APPI stipulates that efforts must be made to keep personal
data accurate and up to date. The APPI also prohibits the use
of personal information in a manner that may encourage or
induce illegal or unjustifiable acts, which include the use of
personal information to illegally discriminate against a person.

4.7 What laws or initiatives exist regarding standards
for using and collecting personal health data in your
jurisdiction?

Please see the response to question 5.4.
5 Data Sharing

5.1 What are the key legal and regulatory issues,
and corresponding laws/regulations, to consider in

your jurisdiction when sharing personal health data,
including laws/regulations that are agnostic and not
necessarily specific to healthcare technologies?

Under the APPI, apart from certain exceptions, such as
outsourcing or joint use, personal data may not be provided
to third parties without the consent of the principal. In
obtaining consent for international transfer, information must
be provided to the principal in advance regarding the personal
data protection system in the country where the third party
is located and the measures to be taken by such third party to
protect the personal data.

Exceptionsinclude cases where the use is particularly neces-
sary for the improvement of public health and when it is diffi-
cult to obtain the consent of the principal. In a Q&A recently
published by the PPC, it was indicated that the provision to
pharmaceutical companies for the purpose of research on rare
diseases or the like may fall within this exception.

Anonymously Processed Information may be provided to
third parties without the consent of the principal, whereas the
provision of Pseudonymously Processed Information to third
parties is prohibited.

When providing personal data to a third party outside Japan,
apart from certain exceptions, itis necessary to obtain consent
from the principal even in the case of outsourcing or joint use.

The regulations based on Ethical Guidelines may also apply
in the domains of life sciences and medicine-related research.

5.2 How, if at all, is personal health data sharing
being differentially regulated by the State/Regional

and Federal/Country level regulatory authorities in
your jurisdiction?

There is currently no difference in regulations between the
national and local levels. Please see the response to question 4.2.
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5.3 How do such considerations change depending
on the nature of the entities, or nature of the data
(e.g., patient data), involved?

The above-mentioned restrictions under the APPI do not apply
to the provision of personal data to academic research institu-
tions or provision by academic research institutions to a third
party for academic research purposes. For the difference of
the regulation depending on the nature of data, please see the
response to question 5.1.

5.4 What laws or initiatives exist regarding standards

for sharing healthcare data in your jurisdiction?

Under the APPI, the provision/sharing of medical informa-
tion to a third party (such as provision by a medical institu-
tion to a pharmaceutical company) requires the opt-in consent
of the principal. However, the Next Generation Medical
Infrastructure Act (“NGMIA”) allows an opt-out process
instead of opt-in consent for the collection and provision by
a medical institution of medical information to a certified
entity performing anonymous processing of medical infor-
mation to enhance the utilisation of Anonymously Processed
Information in medical fields. Since the 2023 amendment to
the NGMIA, a similar regime also applies to Pseudonymously
Processed Information in medical fields. It is expected that,
in some respects, Pseudonymously Processed Information,
where the deletion of outlier information is not required upon
processing, may be more useful than Anonymously Processed
Information in medical fields.

5.5 What are the key issues, laws and regulations

to consider with respect to federated models of
healthcare data sharing?

In principle, healthcare data itself constitutes personal infor-
mation and when such data is to be shared, the consent of the
principal is required under the APPI. Even in respect of feder-
ated learning, where only parameters and/or learned models
excluding personal information are to be shared with third
parties, it is necessary to confirm whether the use of health-
care data for federated learning will be within the purpose of
use that was presented to the principal.

6 Intellectual Property

6.1 How do patent laws in your jurisdiction impact

the scope of patent protection for digital health
technologies?

Under the Patent Act of Japan, inventions are classified into
three categories: an “invention of a product”; an “invention
of a method”; and an “invention of a method for producing a
product”. To obtain patent protection for digital health tech-
nologies, one can either seek patent protection for a system or
program that utilises digital health technologies as an “inven-
tion of a product” or seek patent protection for information
processing or services that utilise digital health technolo-
gies as an “invention of a method”. In the case of an invention
of a product, to act in such a way as to constitute direct patent
infringement s to produce, to use, to “Assign, etc.” (i.e. to assign
ortolease,including, in the case where the productis a computer
program, to provide through an electrical communication line),
to export, to import or to offer to “Assign, etc.” the product as
part of one’s business. For an invention of a method, on the
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other hand, to act in such a way as to constitute direct patent
infringement is to use the method as part of one’s business. In
the case of an invention of a method for producing a product, to
act in such a way as to constitute direct patent infringement is
to use the method as part of one’s business or to use, to “Assign,
etc.”, to export, to import or to offer to “Assign, etc.” the product
produced by the method as part of one’s business. When the
allegedly infringing product or method meets all the elements
of the patented invention, the above-mentioned acts constitute
acts of literal patent infringement. Even when a part of a patent
claim does not correspond to the allegedly infringing product
and the product does not literally fall within a patent claim, the
scope of protection of the patent claim extends to the product
under the doctrine of equivalents if (i) the non-corresponding
part is not the essential part of the patented invention, (ii) the
purpose of the patented invention can be achieved by replacing
this part with a part in the product and an identical function
and effect can be obtained, (iii) a person skilled in the art could
easily come up with the idea of such replacement at the time of
the production of the product, (iv) the product is not identical
to the technology in the public domain at the time of the patent
application or could have been easily conceived at that time by
a person skilled in the art, and (v) there were no special circum-
stances such as the fact that the product had been intentionally
excluded from the scope of the patent claim in the course of the
prosecution. A patent owner can seek injunctive relief and/or
compensation against an infringer through court proceedings.

6.2 How do copyright laws in your jurisdiction impact

the scope of copyright protection for digital health
technologies?

Software, screen displays and instruction manuals used
in digital health technologies may be eligible for copyright
protection. A copyrightincludes aright of reproduction, aright
of stage performance, aright of musical performance, a right of
on-screen presentation, a right of transmitting to the public, a
right of recitation, a right of exhibition, a right of distribution,
aright of transfer, a right to rent out and a right of adaptation.
A copyright owner can seek injunctive relief and/or compensa-
tion against an infringer through court proceedings.

6.3 How do trade secret laws in your jurisdiction

impact the scope of trade secret protection for digital
health technologies?

Information used or generated by businesses utilising digital
health technologies may be protected as trade secrets. In
general, the wrongful acquisition, use and disclosure of
“Trade Secrets” are regarded as “Unfair Competition” under
the Unfair Competition Prevention Act of Japan (“UCPA”).
“Trade Secrets” are defined as “technical or business informa-
tion useful for business activities, such as manufacturing or
marketing methods, that are kept secret, and are not publicly
known”. A person who wrongfully acquired, used or disclosed
“Trade Secrets” may be enjoined from using and/or disclosing
the “Trade Secrets” and/or be held liable for damages by the
court under the UCPA.

6.4 What are the rules or laws that apply to, or

regulate, academic technology transfers in your
jurisdiction?

Technology licensing organisations (“TLOs”) are organi-
sations that transform the results of research by university
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researchers into patents and transfer the results to private
companies. TLOs can submit plans for the implementa-
tion of their technology transfer businesses to the Ministry
of Education, Culture, Sports, Science and Technology and
the METI and seek their approval. Approved TLOs will be
eligible for a discount of annual patent fees. Further, when
approved TLOs take out a loan for their approved businesses,
an Incorporated Administrative Agency will guarantee the
debts incurred by these TLOs.

6.5 How do intellectual property laws in your

jurisdiction impact the scope of intellectual property
protection for software as a medical device?

An invention of software can be patented. If an invention of
software to be used for a medical device is patented, the scope
of patent protection is the same as that for other patents.
Please see the response to question 6.1 on the general scope
of patent protection. Further, software can be considered
as works of computer programming under the Copyright
Act of Japan. The scope of copyright protection for works of
computer programming is the same as that for other works.
Please see the response to question 6.2 on the general scope of
copyright protection.

6.6 Can an artificial intelligence device be named as

an inventor of a patent in your jurisdiction? Why or
why not?

No, an Al device cannot be considered an inventor of a patent
under Japanese law. Under Japanese law, only a “person” can
own a right and an Al device is not a “person”. As an Al device
cannot own a right to obtain a patent, an Al device cannot be
named as an inventor. On May 16, 2023, in the litigation where
the applicant of a patent application for aninvention titled “Food
Container and Devices and Methods for Attracting Enhanced
Attention” allegedly autonomously generated by an Al device
called “DABUS” sought the revocation of the dismissal of the
patent application by the Commissioner of the Japan Patent
Office, the Tokyo District Court dismissed the action, holding
that an “inventor” is limited to natural persons.

6.7 What scope of intellectual property rights are

provided to the government by rules/laws related to
government-funded inventions?

The scope of intellectual property (“IP”) rights provided to the
government for government-funded inventions is the same
as that for other inventions. With respect to certain IP rights
that are associated with the results of government-contracted
research and development, or of government-contracted soft-
ware development, the national government may decide not to
acquire such rights in a situation where the contractor prom-
ises that (i) if such results have been obtained, the contractor
willreport them to the national government without delay, (ii)
the contractor will grant the national government the right
to use such rights free of charge if the national government
requests the contractor to do so while making it clear that the
reason for doing so is that it is particularly necessary for the
sake of the publicinterest, (iii) the contractor will grant a third
party the right to use such rights if the contractor has not used
such rights for a considerable period of time and does not have
alegitimate reason for not having used such rights for a consid-
erable period of time, and if the national government requests
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the contractor to do so while makingit clear that the reason for
doing so is that it is particularly necessary to facilitate the use
of such rights, and (iv) when intending to transfer such rights,
the contractor will obtain the approval of the national govern-
ment in advance.

6.8 What are the key precedential legal cases
or decisions affecting intellectual property rights

protection of digital health innovation in your
jurisdiction?

In providing services utilising digital health technologies,
servers located outside of Japan may be used. In such cases,
the territoriality of IP rights can be an issue. With respect
to the principle of territoriality, the Intellectual Property
High Court (“IPHC”) recently rendered two key judgments
addressing this issue. In one case, the patentee of a patent
covering an invention of a program titled “Display Device,
Method of Displaying Comments, and Program” sued defend-
ants who transmitted their program from a server located in
the United States to users in Japan. Article 2(3)(i) of the Patent
Actof]Japan sets forth the definition of “working” of an “inven-
tion of a product” and pursuant to that definition, in the case
of an invention of a program, “providing through a telecom-
munication line” is included in “working”. On July 20, 2022,
the IPHC held thatin the case of an invention of a program that
may be transmitted via a network, “an act of transmitting a
program can be considered to constitute ‘providing’ under the
Patent Act of Japan when such transmission can be evaluated
as having been performed within the territory of Japan from
a substantive and overall perspective”. In the other case, the
patentee of a patent covering an invention of a system titled
“Comment Delivery System”, which is the plaintiff in the
first case, sued defendants who transmitted files used for the
defendants’ services from a server located in the United States
to user terminals in Japan, which are the same defendants as
in the first case. Pursuant to the definition of “working” set
forth in Article 2(3)(i) of the Patent Act of Japan, “producing”
isincluded in “working”. On May 26, 2023, the IPHC held that
even if a server, which is part of the components of a network-
type system, is located outside Japan, newly producing that
network-type system constitutes the act of “producing” under
Article 2(3)(i) of the Patent Act of Japan when such production
can be considered to have been performed within the territory
of Japan. These two judgments were appealed to the Supreme
Court, and it is expected that the decisions will be rendered
by the Supreme Court in the first quarter of 2025. Once the
Supreme Court renders its decisions, the opinions will include
anew ruling on the circumstances under which the patentee of
a Japanese patent could enforce the patent against acts across
the border of Japan, and they will be very important.

7 Commercial Agreements

7.1 What contractual and strategic considerations
should parties consider when dealing with

collaborative improvements?

In general, when conducting collaborative development or
improvements, it is important to stipulate in the contract,
among others, the roles and cost allocation of each party, the
rights and licence of the deliverables, and the confidentiality
obligation. If the rights of one party are restricted during
and after the collaboration (e.g., restriction on a similar
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development), antitrust issues may arise. When collaborating
with academia, compensation for non-execution and publica-
tion procedure may also be negotiation points.

7.2 What contractual and strategic considerations

should parties consider when dealing with agreements
between healthcare and non-healthcare companies?

Although there is nothing special to note, it would be helpful
to note that healthcare companies are highly regulated and
the contents of agreements may be affected by applicable
regulations.

7.3 What contractual and strategic considerations
should parties consider when dealing with federated

learning healthcare data sharing agreements between
companies?

The purpose of use of the Al models provided by AI devel-
opers to the data holders should be limited to the purpose of
federated learning. In addition, it would be preferable for the
Al developers not to limit the purpose of use of the learned Al
models provided by such data holders to such Al developers to
the extent possible in order to eliminate restrictions on busi-
ness development. It would also be important to provide
representations, warranties and covenants regarding compli-
ance with data privacy regulations.

7.4 What contractual and strategic considerations
should parties consider when dealing with the use

of generative Al in the provisioning of digital health
solutions?

It should be noted that, if the personal information to be
used by a generative Al contains sensitive information such
as medical data, the consent of the principal is required to
obtain and provide such data to a third party under the APPI.
In addition, since the output from the generative Al cannot be
controlled in principle, it would be necessary to take care in
respect of the risk of the outputrising to a level where it would
constitute a diagnosis, which could lead to issues regarding
the generative Al unintentionally constituting a medical
device and/or medical service.

8 Artificial Intelligence and Machine
Learning

8.1 What are the principal regulatory authorities
charged with enforcing regulatory schemes related to

Al/ML in your jurisdiction? What is each authority’s
scope of enforcement?

There is no regulatory authority that is comprehensively in
charge of regulationsrelated to AI/MLin Japan and the govern-
mental agencies that oversee each industry are in the process
of organising their respective policies and guidelines on Al/
ML-related regulations.

8.2 For these authorities, what are the core
regulatory schemes related to Al/ML in your

jurisdiction? Please also describe any regulatory
schemes specific to Al/ML in healthcare.

Please see the responses to questions 2.4 to 2.7.
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8.3 Who owns the intellectual property rights to
algorithms that are improved by Al/ML without active
human involvement in the software development?

If there is no active human involvement in the software devel-
opment at all, no IP rights will arise. However, if the develop-
ment of the software falls under the act of “adaptation” of an
original work, the copyright holder of the original work holds
rights on the developed software including the right of repro-
duction, the right of transmitting to the public and the right of
adaptation. This means that, for example, the developed soft-
ware cannot be reproduced without obtaining a licence from
the copyright holder of the original work.

8.4 What commercial contractual and strategic
considerations apply to licensing data for use in Al/
ML? How do these considerations change when
licensing healthcare data?

In transactions of licensing data, the following issues should
be considered: (i) rights to deliverables; (ii) liability for defec-
tive data; (iii) losses derived from licensed data; and (iv) limi-
tations on the purposes of use.

8.5 How, if at all, do the regulatory bodies
overseeing Al/ML technologies differentiate standard
Al vs. generative Al technologies and products?

Thereis currently no specific difference in regulations between
standard Al and generative Al

8.6 What are the legal or regulatory issues that are
unique to generative Al technologies and how are
those issues being addressed in your jurisdiction?

Describe initiatives within your jurisdiction committed
to continued development of regulations related to
generative Al?

Among the various issues, the issues under the Copyright Act
and the APPI are important. The issues under the Copyright
Actinclude (i) whether a copyright infringement occurs when
a generative Al uses a work for learning, (ii) the risk of an
Al-generated product infringing on a third party’s copyright,
and (iii) whether the Al-generated product itself constitutes
a copyrighted work. The various discussions related thereto
are ongoing. With respect to the APP], it is important to check
whether the principal consented to certain uses of personal
information by a generative Al for learning. Itis alsoimportant
to check whether the input of prompts containing personal
information into a generative Al constitutes (a) a purpose
other than those that were presented to the principal, or (b)
the provision of such personal information to a third party
(in both cases (a) and (b), the principal’s additional consent is
required). The PPC hasissued a warning related thereto.

8.7 How is your jurisdiction addressing trained
Al/ML models that may include data for which the
developer lacks the appropriate data rights for use in

the given Al/ML model? Are there data disgorgement
laws and/or initiatives in your jurisdiction? Please
describe.

While there is no clear precedent to date, such disgorgement

Digital Health 2025

Nagashima Ohno & Tsunematsu

by trained AI/ML models without appropriate data rights may
constitute a violation of the APPI.

9 Liability

9.1 What theories of liability apply to adverse

outcomes in digital health solutions?

In general, liability can arise in tort (either under the Civil
Code or under its special law, the Product Liability Act (“PLA”))
or under contract. Since “products” for which a claim under
the PLA can be asserted are limited to movable property, a
claim based on the PLA cannot be filed for an adverse outcome
caused by programs unless there exists a device in which such
program is incorporated and a defectin the program leads to a
defect in the device itself.

An administrative notice recently issued by the MHLW
provides that even when a patient is treated using a program
that provides Al-based diagnosis and treatment support, the
physician is responsible for the final decision for those acts.

9.2 What cross-border considerations are there?

Under the conflicts of laws principle in Japan, the governing
law of a tort is the law of the place where the adverse conse-
quence of the tortious act occurred. On the other hand, the
parties’ agreement takes precedence over the decision of the
governing law of the contract.

9.3 What are best practices to minimise liability risks
posed by the use of Al/ML (including standard Al and

generative Al) in the provisioning of digital health
solutions?

It would be advisable to include provisions regarding limita-
tion of liability in the terms and conditions for the use of the
generative Al. It would also be advisable to include appro-
priate disclaimers to avoid any misunderstanding about the
nature of the subject device/service for digital health solutions
using a generative Al

9.4 What theories or liability apply to misuse of
healthcare data included in trained Al/ML models
used in digital health solutions?

Misuse of healthcare data may constitute a violation of the
APPI and a civil tort that would result in damage compensa-
tion liability.

10 General

10.1 What are the key issues in Cloud-based services

for digital health?

The PMD Act regulations of SaMDs would apply to the medical
programs provided in a form that allows only the right to use
the program in the Cloud without transferring ownership of
the program.

In addition, providers of Cloud-based services that handle
medical information would be subject to the METI/MIC guide-
lines described in the response to question 3.2.
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10.2 What are the key issues that non-healthcare

companies should consider before entering today’s
digital healthcare market?

When entering the digital health product market, whether the
PMD Actis applicable or notis the keyissue. When entering the
digital health service market, it is necessary to keep in mind
that private companies are not allowed to provide services that
fall under medical practice.

10.3 What are the key issues that venture capital and

private equity firms should consider before investing
in digital healthcare ventures?

As the healthcare sector, including digital health, is highly
regulated, it is advisable for venture capital and private equity
firms to conduct due diligence carefully, especially on regula-
tory and compliance matters. In addition, as IP would be a key
asset for digital health ventures, itis also advisable to carefully
examine IP-related matters in due diligence.

10.4 What are the key barrier(s) holding back

widespread clinical adoption of digital health solutions
in your jurisdiction?

The key barrier is the low predictability of applicable regu-
lations regarding medical devices and medical practice. The
MHLW is working to ensure the foreseeability of the applica-
bility to medical device regulation to programs by establishing
a consultation service and publicising consultation cases.

10.5 What are the key clinician certification bodies
(e.g., American College of Radiology, etc.) in your

jurisdiction that influence the clinical adoption of
digital health solutions?

The clinician certification body in Japan is the MHLW. Having
said that, the Japan Medical Association, a voluntary member-
ship organisation for medical doctors, may have a certain
influence on the policy making regarding the clinical adoption
of digital health solutions.
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10.6 What reimbursement models have been provided
by government and/or private healthcare payors

for digital health solutions in your jurisdiction?
Describe any formal certification, registration or other
requirements in order to be reimbursed?

Digital health solutions may be reimbursed under the National
Health Insurance (“NHI”) system. To be eligible for reim-
bursement, a digital health solution provider needs to apply to
the MHLW for inclusion on the NHI Price List and to undergo a
review process by the MHLW.

10.7 What due diligence gaps exist in the healthcare
ecosystem for analysing digital health solutions in
general, and particularly those that are data-driven
products, including Al/ML-based solutions?

When conducting due diligence on the digital health solution,
especially data-driven products such as Al/ML-based solu-
tions, it is crucial to review the subject products not only from
the pharmaceutical/medical regulation perspective but also
from the data privacy/protection regulation perspective.

10.8 Describe any other issues not considered above

that may be worthy of note, together with any trends
or likely future developments that may be of interest.

As the next amendment to the APPI is currently being
discussed, it is necessary to closely monitor how it will affect
the digital health field.
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Nagashima Ohno & Tsunematsu, based in Tokyo, Japan, is widely recog-
nised as a leading law firm and one of the foremost providers of inter-
national and commercial legal services. In representing our leading
domestic and international clients, we have successfully structured and
negotiated many of the largest and most significant corporate, finance and
real estate transactions related fo Japan. The firm has extensive corporate
and litigation capabilities spanning key commercial areas such as antitrust,
intellectual property, labour and taxation. We are known for path-breaking
domestic and cross-border risk management/corporate governance cases,
such as fraud investigations and white-collar criminal defence, and for
handling insolvency and restructuring proceedings including large-scale
corporate reorganisations. In order to deliver optimal service and value
to our clients, the approximately 600 lawyers of the firm, including about
50 experienced lawyers from various jurisdictions outside Japan, work
together in customised teams to provide the expertise and experience
specifically required for each client matter.

The firm has a vast network of relationships with foreign companies and law
firms that provide it with a unique perspective when representing clients in
international deals. Our overseas network includes locations in New York,
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